Setup your IDCS account

How to create a setup your IDCS account

The objective of this section is to provide clear instructions and guidance on the process of activating new sign-on
accounts that will be used by EPSDT Users.

Step 1:

You will receive this email giving
you instructions on how to activate
your account. Click on the Activate
Your Account button.

If the Activate Your Accounttink|

Step 2:

Here is where you will setup your
password. Passwords must be 12
characters in length. Make sure you
remember your password.

Once you are done, click on the
Reset Passwordbar in blue.

U/

U/

@

State of Hawaii Department of Human Services

Kty fairbaim
Reset your password

Set a password for your user account.

New Password

Confirm New Password

@

State of Hawaii Department of Human Services
katy fairbaim 1

Set a password for your user account,

® The password must have at least 12 characters.

i
Reset your password
p— New Password
= UAT_ /
—_ —
|
Confirm New Password
i

® The p cannot exceed 40 characters.

® The password cannot contain the First Name of the user.
® The password cannot contain the Last Name of the user.
® The password cannot contain the user name.

® The password must have at least 1 lowercase characters.
® The password must have at least 1 uppercase characters.
® The password must have at least 1 numeric characters. 1
@ Cannot repeat last 4 passwords

Reset Password 1
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Step 3:

If password setup is successful, you
will see this screen.

Select Continue to Sign In

Note: selecting Continue to Sign In
will open a new tab navigating you
to IDCS login screen shown in Step
4

If you do not receive the Continue
to Sign In button, please navigate
to the link here and select Login

e .\ﬁ 1

Hawaii Department of Human Services

frankharris-b61c4f@inbox.mailtrap.io

Congratulations!

Your password has been reset. Please login using your new password.

Continue to Sign In

Step 4:

Sign in using your username and
new password

Note: your username will be your
email account

N %)

Hawaii Department of Human Services

Non-Production Account Sign In

User Name

frankharris-b61c4f@inbox.mailtrap.io

Password

-----------..l L 2%
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Step 5:

Upon successful sign in, you will be
prom pted to enable MFA (M ulti- Hawaii Department of Human Services
Factor Authentication) frankharris-b61c4f@inbox.mailtrap.io

Enable Secure Verification

Select Fnable Secure Verification Secure verification methods prove who you are. Two types of verification
methods are passwordless and multi-factor authentication (MFA).
Passwordless verification allows you to verify your identity without requiring
you to remember a password. MFA is an extra security step to the
authentication process. Your administrator might have set up one or both
verification methods and require that you enroll in them before accessing
your account.

Password Proof Secure Access

Click below to enable secure verification methods for your account.

Enable Secure Verification

Step 6:
Select one of the two methods of
verification:
State of Hawaii: Department of Human Services
[ ] M0b||e App kfairbairn
e Security Questions
. . Select a Method h he diff ?

If selecting Method 1: Continue to =R EESEOETEESR
Step 7 : Mobile App ‘ ’ @ Security Questions

If selecting Method 2: Continue to
step 8

What is Secure Verification?

Method 1 — Mobile App
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Step 7:
Method 1 - Mobile App

Select Mobile App

Follow the instructions to download
the "Oracle Mobile Authenticator
App” on your mobile device from
the Apple, Google Play, or
Microsoft app stores.

s
o

State of Hawaii: Department of Human Services

broaks

Select a Method What are the differences? @

@ Security Questions

Download and Configure the Mobile App
1. Dowriload the Oracle Mobile Authenticator App from the app store. o 58

2. Cpen the App. tap Add Account . and then scan the QR code below.

[ offing Mode or Use Anather Authenticator App @)

Can't Scan QR code?
Configure the App using this URL

What is Secure Verification?

Step 7.1

Once you have downloaded the
app, follow the instructions to tap
"Add Account” and then scan the
QR code provided using the
camera on your mobile device.

Download and Configure the Mobile App
1. Download the Oracle Mobile Authenticator App from the app store. & # 58
2. Open the App, tap Add Account , and then scan the QR code below.

O offline Mode or Use Another Authenticator App @

m
i

Can't Scan QR code?
Configure the App using this URL
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Step 7.2:

You will receive the following
confirmation when you have
successfully enrolled.

T
L

State of Hawaii: Department of Human Services

Ibrogks

N

Successfully Enrolled

Laurie iz enrolled.

Additional Secure Verification Methods

Itis recommended that you set up an additional methad. This ensures that
you have 2 backup.

Mobile App
Install the Mobile Authy App and use

approve requests through push notifications.

@ Security Questions
Provide answers to pre-registered questions to verify your identity.

Step 7.3:

When you attempt to log in to
Partner Portal you will see this
screen.

@

State of Hawaii: Department of Human Services
Kfairbairn

Mobile App Verification

Enter the passcode that is generated by the authenticator app on Kiara
Fairbairn's iPhone

Passcode

Make this my default method

Trust this device for 15 day(s)

Show alternative login methods
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Step 7.4

10:43
Accounts

< Back Login Attempt

In the Oracle Authentication Mobile
App on your mobile device: if
p rom pted, se | eCt A//OW Log in to myconsole as laurie. brooks@pacxa.com

St artment of Human Se...

945586 ©

Note: Your new account will appear
in the App.

Step 7.5

Input the Passcode given from the
Oracle Authentication Mobile App

'é?/ “
State of Hawaii: Department of Human Services
Kfsirbairn

Select Verity

Ay
| |8
N

Mobile App Verification

Enter the passcode that is generated by the authenticator app on Kiara
Fairbairn's iPhone

Passcode
123456
Make this my default method

Trust this device tor 15 day(s)
Verify

Show alternative login methods

Method 2 — Security Questions
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Step 8:

Method 2 - Security Questions

State of Hawaii: Department of Human Services

kfairbairn

Select Security Questions

Select a Method What are the differences? @

U Mobile App ‘ ‘ @ Security Questions

What is Secure Verification?

Step 8.1
Enter Security Questions

Provide an answer for each question set

Select 3 security questions and
prOV|de an answer for eaCh What's your mother's maiden name? v
question set. Answer

Question 1

Hint

Enter & hint foptional)

S€|eCt Sa ve Question 2

What's the madel of your first car? v
Answer

Enter an answer

Hint

Enter a hint foptional)

Question 3

What's the first name of your first manager? v
Answer

Enter an answer

Hint

Enter a hint (optional)

Save
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Step 8.2:

After you select “Done” you will
have aCCeSS tO the Partnel’ POrta' State of Hawaii: Department of Human Services

Kfairbairn

@

Successfully Enrolled

Security Questions are now set up.

Additional Secure Verification Methods

It is recommended that you set up an additional method. This ensures that
you have a backup.

Mobile App
Install the Mobile Authenticator App and use the generated passcode or

approve requests through push notifications.

Step 8:

For further instructions on how to
complete EPSDT Onboarding,
please see section 2 of the "How to
setup your Provider, BM, Staff
account” Quick Guide.
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